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1) Introduction 

Today, the world is witnessing a profound change. One is a change driven by ongoing innovations and 

evolving technologies and will have a profound impact on people’s lives, organizational structures and 

mindsets, and even on interactions among nations. Understanding this change and keeping pace with it 

in a timely way seems essential for all organizations regardless of their size. The emergence of potent 

new and powerful digital technologies, digital platforms, and digital infrastructures has dramatically 

transformed innovation and entrepreneurship (Mirfallah Lialestani et al., 2021). As With the digitization 

of processes, a vast huge amount trove of sensitive data has been generated in executive government 

agencies organizations (Ahmad et al, 2024). However, the lack of integration and deficiencies weakness 

in data governance have made it difficult to effectively utilize these resources (Canton, 2021). The 

increasing volume and complexity of information have paved the way for emerging new fraud schemes 

types of fraud and illegal transactions, that traditional fraud detection systems, based on predefined rules, 

are woefully ineffective against (Alazzabi et al, 2021; Moghadam et al., 2023). These systems are only 

able to identify known fraud patterns, and their the inability to detect new ones leads to a flood of many 

false positives alarms, diminished reduced efficiency, and escalated operational costs (O. A. Bello et al., 

2023; Ha et al., 2025). In addition, these methods are unable to analyze behavioral and cross-channel 

data and are ill-suited to cloud infrastructures (Islam et al., 2024). These limitations are especially 

pronounced in high-stakes systems, such as banking and e-commerce, that require real-time processing 

of massive transaction volumes of data (Adejumo et al., 2025).   

In response to these challenges, innovative solutions grounded in artificial intelligence and cloud 

computing have emerged. AI Artificial intelligence algorithms, such as machine learning and deep 

learning, are able to identify intricate complex fraud patterns and evolve to adapt to new fraud tactics 

by continuously learning from new data (He, 2021; Mohanty et al., 2023; Shi et al., 2023). Supervised 

learning can distinguish fraudulent transactions from legitimate ones, while deep learning uncovers 

hidden data interdependencies to significant detection accuracy by discovering complex dependencies 

in data (Ashtiani et al,. 2021; H. O. Bello et al,. 2023). Meanwhile, unsupervised learning enables the 

identification of unknown types of frauds without relying on the need for labeled datasets (Ali et al., 

2022). Complementing these advances, In addition, cloud computing, with its scalability and real-time 

processing capabilities, facilitates the rapid analysis of large -scale volumes of transactions and secure 

data sharing across institutions (Stojanović et al,. 2025; Upreti et al., 2022). Modern cloud platforms, 

by integrating multi-factor authentication and federated learning, strike a delicate balance between 

security and performance efficiency (Kanamori et al., 2022; Myalil et al,. 2023; Zhang et al., 2022). 

However, challenges such as safeguarding privacy, ensuring algorithm transparency, and navigating 

legal requirements remain—hurdles requiring more robust governance frameworks to harmonize 

operational efficiency with ethical considerations (Rehan, 2021). 

This paper proposes a novel data governance framework for cross-organizational executive 

agencies fraud detection using federated learning, and cloud, edge computing. The main problem 

addressed in this research is the security and privacy challenges faced when analyzing sensitive and 

distributed data across organizations. Traditional systems aimed to solve this problem usually collect 

data in a central location, which is both costly and heightens the risk of privacy violations. 

The main issue is how to detect complex fraud patterns in distributed data without aggregating raw 

data. This paper addresses this challenge through a federated learning approach. In this model, each 

organization acts as an independent “participant” federator and does not transmit its data to central 

servers. Instead, each participant federator performs preprocessing in the edge environment, i.e., on its 

local servers. This preprocessing involves using methods, such as Pearson correlation, to select features 

that are highly correlated with fraud in the local data. In other words, each organization only sends the 

“knowledge” extracted from its data, and not the raw data itself, to a central federated entity in the cloud.  

The central federated entity does not receive raw data; rather, it receives a collection of this 

processed knowledge from different federated entities and combines it. In this step, convolutional neural 

networks (CNNs) and ensemble crowd-learning methods are used to analyze these extracted features, 
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to identify complex patterns of inter-organizational fraud, and build a central predictive model. This 

model can then be used to detect fraud in new data. This innovative approach, by simultaneously 

leveraging edge computing for privacy and cloud computing for extensive analytics, offers a secure and 

scalable solution that overcomes the limitations of traditional methods while boosting efficiency and 

security. 

The main innovation of this research centers on the development of a unified framework for data 

governance and cross-organizational fraud detection, that simultaneously addresses three core 

fundamental challenges in operational environments, namely data confidentiality, challenges in the 

impossibility of aggregating sensitive data, and the need for cross-organizational intelligent analytics. 

Unlike conventional approaches that have either focused on fraud detection or focused solely on the 

technical aspects of federated learning, this paper proposes federated learning as the core of a data 

governance model. In this framework, the entire process of feature selection, local learning, knowledge 

aggregation, and the training of advanced machine learning models is structured and designed in a cloud 

computing environment. The application of correlation-based feature selection methods at the federated 

nodes level and the deployment of deep learning models in the central layer enable the extraction of 

complex fraud patterns without violating data privacy. This purposeful integration of data governance, 

federated learning, and intelligent analytics stands as the main distinguishing feature of the present 

research compared to previous studies.   

In summary, this paper contributes to important advances in distributed data analytics by presenting 

several key innovations. Among its most important contributions are:   

• A new data governance model: Introducing a comprehensive, federated learning-based 

framework designed to solve the problem of cross-organizational fraud detection.   

• Privacy preservation through edge computing: By intelligently using each organization’s local 

servers for data preprocessing, which eliminating effectively the need to transfer raw data.   

• Intelligent feature extraction: Applying Pearson correlations in each participant federated entity 

to identify factors contributing to fraud, thereby transforming raw data into processed 

knowledge.   

• Central deep learning: Designing a deep learning architecture based on convolutional neural 

networks (CNNs) and ensemble crowd learning in the cloud environment to analyze complex, 

inter-organizational, and common fraud patterns.   

• Scalability and security: Providing a trusted infrastructure that allows organizations to analyze 

data collaboratively without the risk of worrying about privacy breaches.   

• This hybrid approach strikes an optimal balance between system efficiency, data security, and 

privacy, thereby providing a practical and reliable solution for fraud detection in intelligent 

surveillance systems. 

The rest of the paper is organized as follows. In second Section, related works are reviewed. In 

Section three, the details of the proposed method are presented. In the fourth Section, the experiments 

and their analysis are presented. Finally, in the fifth Section, the conclusions are presented. 

2) Literature Review 

Given the critical importance of cross-organizational fraud detection, this section examines some key 

recent approaches in this field. Traditional fraud detection systems in the financial sector face serious 

challenges in real-time processing of high-volume traffic data, which often results in delayed responses 

and incomplete fraud detection.   

In Hasan et al.’s (2025) study, a systematic review of previous research reveals that federated 

learning, as an organizational framework, enables secure and scalable exploitation of distributed data 

while simultaneously addressing meeting the privacy, security, and governance requirements of AI in 

various domains. Oyekunle et al. (2025) and Rivandi (2025) on studying real banking data demonstrated 

that combining behavioral biometrics with data governance frameworks effectively enhances fraud 

detection systems and significantly improves fraud detection accuracy and reduces fraud rates while 



Proposing a Data Governance Model for Fraud Detection in Executive Agencies Based on Federated Learning in a Cloud 

Computing Environment                112             

 

 

maintaining ethical and privacy considerations. In Khan (2025), a novel approach to deploying data 

governance in an automated and integrated in-built manner in ETL processes is presented, which 

simultaneously ensures operational agility and compliance requirements in modern data systems by 

providing real-time monitoring, data lineage, and proactive regulatory compliance. Alademehin (2025) 

highlighted that applying AI-based methods to automate metadata management, anomaly detection, and 

policy optimization, data governance can be transformed from a reactive approach to a predictive, 

secure, and compliant system in various domains. In Alamu (2025), the focus is on cognitive data 

governance, an AI-based framework that makes data governance smarter, more adaptable, and more 

efficient in various industrial domains by automating classification, real-time monitoring, and policy 

enforcement. In Kumar (2025), an AI-based governance framework is presented that enables real-time 

fraud detection, improves transparency, and strengthens regulatory oversight in the financial system by 

intelligently analyzing transactional data and automating compliance processes.   

In Rahmati (2025), a real-time framework for financial fraud detection was presented, which, by 

simultaneously utilizing adaptive neural networks, federated learning, and explainable artificial 

intelligence methods, enabled the discovery of emerging fraud patterns without violating data privacy 

and significantly increased the detection accuracy. Aljunaid et al. (2025) proposed an explainable 

federated learning model for bank fraud detection, which significantly improved the detection accuracy 

and minimized false positive errors by maintaining data confidentiality and enhancing the transparency 

of decisions. Manwani (2025), examining federated learning, demonstrated that banks can jointly train 

fraud detection models without directly exchanging sensitive data, thereby improving financial security 

and regulatory compliance in fraud detection. In Gimah (2025), by implementing federated learning 

based on local training of deep learning models and aggregation of updates, credit card fraud was 

effectively detected, while the raw data of each institution remained on-site in the same place without 

violating privacy. Claus et al. (2025) showed that, using federated learning, fraud detection models can 

be trained collaboratively across financial institutions while preserving data privacy and improving 

detection accuracy. 

In Rehan (2021), the role of artificial intelligence and cloud computing in the evolution of fraud 

detection is examined, and the benefits, architectures, implementation challenges, and prospects for 

future directions of this approach are also analyzed. Hassan et al. (2025) employ strong corporate 

governance practices to detect possible fraud within the organization. It further argues that to design and 

implement information technologies tailored to the specific needs of each organization is necessary. In 

addition, the authors advocate that the government should increase awareness about the provision of 

data by relevant institutions, organizations, and individuals. Andayani et al. (2023) argue that social 

responsibility, good corporate governance, and fraud detection in financial statements can be effective 

in reducing financial fraud and should be strengthened through ethical values and organizational culture. 

In Pamisetty et al. (2022), extensive government investments in FinTech technologies are reviewed, 

which are used to improve tax compliance, combat fraud in public financing, and increase the efficiency 

of public resources, by using tools such as blockchain, machine learning, artificial intelligence, data 

mining, and electronic financial systems. In Salmanov (2025), a hybrid model for fraud detection using 

statistical techniques and machine learning algorithms is proposed, which improves the detection rate 

and promotes transparency in the governance structures of organizations. In Pamisetty (2023), the main 

and basic elements of cloud computing are reviewed and its application in improving e-government is 

analyzed; the results of the analysis of six key areas confirm the viability of this method and introduce 

the main effective players in the development and growth of cloud-based e-governance systems. Favour 

(2022) highlights the challenges of regulatory compliance in AI-based fraud detection systems in cloud 

computing environments, especially in the areas of privacy, data security, and transparency, and the 

paper provides solutions for designing architectures that comply with regulations. In Das et al. (2023), 

a combined approach of human expertise and advanced AI techniques is proposed under the name of 

“collaborative intelligence,” which enables accurate and large-scale fraud detection by combining 

diverse data sources and utilizing machine learning, graph analysis, and natural language processing. 

Moreover, the alerts generated by AI are supplemented by human review, and compliance with 
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governance principles in privacy, security, and legal requirements is likewise ensured. In Samuel (2023), 

the integration of AI with cloud-based big data analytics is reviewed to improve the performance of 

financial fraud detection systems and a scalable and adaptable framework for real-time fraud detection 

is presented. Furthermore, while analyzing the security challenges of cloud computing in detail, a 

balanced framework between analytical accuracy and security resilience is proposed. In Katari et al. 

(2022), data governance challenges in multi-cloud environments for financial services companies are 

examined and solutions such as the use of unified frameworks, advanced cryptography, AI-based real-

time monitoring, based on artificial intelligence, and process automation are proposed to enhance 

security, efficiency, and regulatory compliance. Halbouni et al. (2016) examine the role of corporate 

governance and IT in fraud prevention and detection in the UAE and indicate that both factors play a 

moderate role; therefore, there is a need for a better understanding of the importance of monitoring by 

senior management, strengthening the culture of integrity, and greater use of technology to combat 

fraud. Yandrapalli (2024) present an automated framework for data quality assurance in banking using 

statistical methods and machine learning, in which the performance of machine learning models is 

improved by identifying and removing outliers. Table 1 summarizes the advantages and disadvantages 

of the previous approaches. 

Table 1 - Advantages and Disadvantages of Previous Methods 

Limitations Advantages Method Used Author and Year 

Management 

complexity 

Scalable, privacy-

preserving 
Federated Learning Hasan, 2025 

Requires complex 

infrastructure 

Improved fraud 

detection accuracy, 

privacy compliance 

Behavioral Biometrics 

+ Data Governance Oyekunle et al., 2025 

High implementation 

cost 

Real-time monitoring, 

proactive compliance 

Automated Data 

Governance in ETL Khan, 2025 

Dependent on data 

quality 

Predictive and secure 

governance 

AI-based Automated 

Metadata Management Alademehin, 2025 

Technological 

complexity 

More intelligent and 

efficient 

AI-driven Cognitive 

Data Management Alamu 

Risk of AI errors 
Real-time fraud 

detection, transparency 

Transaction Analytics + 

AI Kumar, 2025 

Model complexity 
Detection of emerging 

patterns 

Graph Neural Networks 

+ FL + XAI Rahmati, 2025 

Computationally 

intensive 

Higher accuracy, 

reduced errors 

Explainable Federated 

Learning Aljunaid et al., 2025 

Dependence on trusted 

networks 

Privacy preservation, 

financial security 

Interbank Federated 

Learning Manwani 

High bandwidth 

requirements 

Effective detection, 

data remains local 

Federated Learning 

with Local Training Gimah, 2025 

Operational complexity 
Improved accuracy, 

privacy preservation 

Cross-institutional 

Federated Learning Claus et al., 2025 

Security and privacy 

challenges 

Transformation of fraud 

detection 
AI + Cloud Computing Rehan, 2021 

Requires tailored 

technology design 

Detection of internal 

organizational fraud 

Corporate Governance 

+ IT Hassan et al., 2025 

Dependent on 

organizational culture 

Fraud reduction, ethical 

reinforcement 

Social Responsibility + 

Governance 
Andayani & 

Wuryantoro, 2023 

Requires significant 

investment 

Improved tax 

discipline, fraud 

prevention 

FinTech + Blockchain 

+ AI Pamisetty et al., 2022 

Model complexity 
Enhanced detection and 

transparency 

Hybrid Statistical + ML 

Model Salmanov, 2025 

Security challenges 
Improved data 

governance 

Cloud Computing & E-

Government Pamisetty, 2023 
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Operational complexity 
Privacy and security 

preservation 

Cloud-based AI & 

Regulation 
Favour, 2022 

Requires human–

machine coordination 

High accuracy, 

governance compliance 

Collaborative 

Intelligence (Human + 

AI) 

Das et al., 2023 

Security and analytical 

complexity 

Scalable framework, 

real-time processing 
AI + Cloud Big Data Samuel, 2023 

Requires advanced 

infrastructure 
Security, automation 

Data Governance in 

Multi-cloud 
Katari & Ankam, 2022 

Moderate impact, 

management training 

required 

Fraud prevention and 

detection 

Corporate Governance 

+ IT 
Halbouni et al., 2016 

Dependent on high-

quality data 

Outlier removal, model 

improvement 

Data Quality Assurance 

+ ML 
Yandrapalli, 2024 

 

  According to the methods reviewed, it can be seen that the method proposed in this paper has 

significant advantages over previous methods; first, by utilizing federated learning and data processing 

in the edge computing environment, without the need to aggregate raw data, the privacy of organizations 

is preserved and the security risks arising from data sharing are prevented. Unlike conventional methods 

that require transferring complete information to the central server, in this approach only the knowledge 

extracted from local data (important features identified with high correlation) is transferred to the central 

server, which not only increases processing efficiency but also improves the scalability of the system. 

Additionally, combining the results of different federates in the cloud environment and utilizing 

convolutional neural networks and ensemble classification algorithms increases the accuracy and 

comprehensiveness in identifying inter-organizational fraud patterns; an issue that has been less 

addressed in traditional methods in a distributed and privacy-oriented manner.  

A review of previous studies reveals that most of the research has either focused on fraud detection 

using centralized machine learning methods or has examined federated learning as a technical solution 

to protect data privacy. However, there is still a gap in a comprehensive model that applies federated 

learning within a data governance framework that is tailored to the structure of the executive agencies. 

The present study fills this gap by presenting an inter-organizational model in which data processing 

and feature selection are performed at the federate level and only the extracted knowledge is transferred 

to the cloud layer. Furthermore, combining statistical feature selection with deep learning models and 

comparing them with ensemble learning methods provides a different approach to existing work. 

Therefore, the innovation of this paper can be explained not only in the use of federated learning, but 

also in how it is applied as a practical data governance model for fraud detection in multi-organizational 

executive environments. 

3) Research Methodology 

In this paper, we introduce a new model for data governance and inter-organizational fraud detection 

that is designed based on federated learning and cloud computing infrastructure. The main goal of this 

model is to accurately and timely detect fraud among multiple organizations, without the need to directly 

share raw and sensitive data. In this model, by using the federated approach, each organization 

independently and in its own dedicated environment (edge or fog computing), performs the initial data 

processing, and only the processed results and extracted knowledge are shared. In addition to preserving 

data privacy, this approach also greatly increases information security. The proposed solution method 

in this research is designed based on a phased and distributed process that continues from the moment 

the data enters the executive organizations to the final decision-making in the central layer. In the first 

step, each executive agency is considered an independent federate that owns its local data and is 

responsible for storing, cleaning, and initial data preparation. This data includes non-fraudulent and 

fraudulent samples and is processed without leaving the organizational environment. Next, to reduce the 

dimensionality of the data and eliminate low-impact features, a feature selection process based on the 
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Pearson correlation coefficient is performed in each federate; in such a way that only the features that 

have the highest statistical relationship with the fraud label are retained. This step plays an important 

role in reducing the computational complexity and increasing the stability of the learning models.  

After feature selection, each federate uses its local data to train the initial fraud detection model 

and, instead of sending raw data, only sends the extracted results, including the set of selected features 

and learning parameters, to the central server. The central server, which is located on a cloud computing 

platform, is responsible for aggregating this distributed knowledge. In this layer, selected features are 

shared among federates, forming a common feature space that represents cross-organizational fraud 

patterns. Then, based on these aggregated features, advanced machine learning models, especially 

convolutional neural networks, are trained to detect complex and non-linear fraud patterns.  

In the final stage, the central trained model is used to evaluate and detect fraud on new data. This 

detection can be performed online or near online, and in the event of new data, the model is modified 

without the need to aggregate raw data and only by updating the federated parameters. In this way, the 

proposed solution method, while making the data flow and learning process transparent, provides a 

practical, secure, and scalable mechanism for detecting fraud in multi-organizational environments that 

is compatible with data governance requirements and privacy constraints. The conceptual model of the 

proposed method is presented in Figure 1. 

 

 
Figure 1. Overview of the Proposed Method 

As can be seen in Figure 1, in the first step, each organization or federate stores and preprocesses 

local data related to fraudulent and non-fraudulent reports on its servers. The preprocessing stage 

involves selecting the features that have the highest correlation with the occurrence of fraud. For this 

purpose, the feature selection method based on the Pearson correlation coefficient is used, which is one 

of the well-known statistical methods for analyzing the relationship between variables. In this step, 

without the need to transfer raw data to other federates or to the central server, each organization only 

works on its own data and extracts the features that play an important role in fraud detection. The 
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knowledge extracted from the data of each federate, which is actually a combination of statistical 

features and fraud detection factors, is transferred to the central server. The central server is located in 

the cloud computing infrastructure and is responsible for combining the information obtained from 

different federates. This information does not include raw data, but rather processed results that allow 

for analysis and learning of predictive models without revealing the original content of the information. 

In this way, data security is maintained and common problems, such as privacy violations, are avoided. 

To make privacy compliance in the proposed model more transparent, it is necessary to mention the 

details of the sensitive data processing. In the presented model, each organization or federate 

independently stores and processes its data in its own dedicated environment, and no raw data or 

sensitive information is transferred to other federates or to the central server. Local processing includes 

preprocessing, cleaning and extraction of features related to fraud detection, and only the statistical 

results and extracted knowledge, which do not contain personal or sensitive information, are sent to the 

central server. This knowledge includes weights, statistical indices, and fraud detection factors, and no 

raw data that could reveal the identity or confidential details of individuals or organizations is 

transferred. 

The central server also trains deep learning models using only this processed and combined data, 

and the training process is designed in such a way that it is not possible to reconstruct the original data. 

In addition, the models are updated in an incremental and secure manner, and at all stages, privacy 

policies are respected, and access to confidential information is limited to the same local organization. 

In this way, in addition to maintaining data security, this structure prevents privacy violations and allows 

for accurate analysis and training of models without exposing sensitive data. 

This approach provides several layers of privacy: 

• Local data processing: Each organization preprocesses its data in its own dedicated 

environment and extracts important features, without sharing raw data. 

• Sharing processed results: What is transferred to the central server is a combination of statistical 

analysis results and profiles extracted from the data, and there is no raw or sensitive information 

in it. 

• No disclosure of the original content of the information: The federated learning architecture 

ensures that even during the training phase of deep learning models, the raw data never leaves 

the organizational environment and only the weights and model updates are exchanged. 

• Continuous update without transmitting new data: The model can be continuously updated 

without the need to send new data, which in addition to maintaining security, is also legally and 

regulatory compliant with privacy standards. 
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Figure 2. Flowchart of the Proposed Method 

In the central part, the factors received from the federates are combined and the final features are 

extracted to train deep learning models. In this process, convolutional neural networks (CNN) are used 

to identify complex patterns in inter-organizational data. Additionally, ensemble methods are employed 

to compare the accuracy of the final model in fraud detection based on deep learning and ensemble 

learning. 

Finally, the patterns discovered by the machine learning models are applied to new samples to 

enable real-time and high-accuracy fraud detection. Since these patterns are formed based on 

information from multiple federates, they are more capable of detecting hidden patterns of inter-
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organizational fraud. Moreover, due to the structure based on federated learning, the model can be 

continuously updated without the need to transfer new data. As a result, this model provides a practical 

and efficient solution for distributed data governance and fraud detection in multi-organizational 

environments, which is reliable in terms of both data security and performance accuracy. Figure 2 

illustrates the flowchart of the proposed method. 

3.1 Correlation-Based Feature Selection 

The proposed method in this paper has a significant advantage over previous methods by combining 

federated learning and the correlation-based feature selection (CFS) algorithm. In this method, each 

organization independently processes its internal data in the edge computing environment and selects 

the features that have the highest correlation with the class label (i.e., fraud occurrence or non-

occurrence). The CFS algorithm uses the merit function (Equation (1)) to evaluate the quality of a subset 

of features:  

Equation (1) 

𝑀𝑒𝑟𝑖𝑡𝑠 =
𝑘𝑟𝑐𝑓

√𝑘 + (𝑘 + 1)𝑟𝑓𝑓

 

Where: 

k is the number of features selected in the S subset. 

rcf is the average correlation between the features and the class label. 

rff is the average correlation between the features (Yildirim, 2015). 

This function seeks to maximize the predictive power of the class (numerator) and simultaneously 

minimize the redundancy between the features (denominator). Using this algorithm, only those features 

that are of high importance in fraud detection and have little information overlap with other features are 

selected. This is very efficient in distributed federated environments, as there is no possibility of sharing 

raw data and only the extracted knowledge (selected features) is sent to the central federate. 

The CFS algorithm uses the Pearson correlation coefficient to measure the degree of linear 

relationship between features and class labels. The Pearson correlation coefficient between two random 

variables X and Y is defined as Equation (2): 

Equation (2) 

𝑟𝑥𝑦 =
∑(𝑥𝑖 − 𝑥̅) ∑(𝑦𝑖 − 𝑦̅)

√(∑(𝑥𝑖 − 𝑥̅))2 √(∑(𝑦𝑖 − 𝑦̅))2
 

Where 

• √(∑(𝑥𝑖 − 𝑥̅))2   is the mean of variable   X 

• √(∑(𝑦𝑖 − 𝑦̅))2 is the mean of variable  Y 

This measure takes a value between -1 and 1, indicating the intensity and type of linear relationship 

between the two variables. In this method, each federate uses this coefficient to select the features that 

have the highest predictive power for fraud detection and sends only these features (not raw data) to the 

central federate in the cloud environment. Finally, the central federate extracts inter-organizational fraud 

patterns by integrating the selected features with deep learning methods such as convolutional neural 

networks. This process not only increases the accuracy of the final model but also ensures privacy, data 

security, and computational efficiency (Zhou et al., 2016). 

3.2 Deep Neural Network 

Deep neural networks (DNN) consist of several types of layers. These are input layers, convolutional 

layers, pooling layers, and fully connected layers. When these layers are stacked, a deep neural network 

architecture is formed. A simplified architecture of deep neural networks for classification is presented 

in Figure 3. 
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Figure 3. Simple Architecture of a Deep Neural Network Consisting of Five Layers (O'Shea & 

Nash, 2015) 

According to Figure 3, the layers of deep neural networks are presented as follows. 

• Input layer 

The input layer in neural networks plays an important role in processing and optimizing the data. 

This layer first centers the data by reducing the mean of the data to zero and creates favorable conditions 

for training the network. It then normalizes the data to the interval [0,1] to avoid large fluctuations and 

speed up the convergence of learning. In addition, unnecessary dependencies between features are 

reduced by using data whitening techniques, and principal component analysis (PCA) reduces the 

dimensionality of the data and increases the focus on key factors. These steps make the data available 

to the learning algorithms in a compact and concentrated form, improving the performance of the neural 

network in learning (Du, 2018). 

• Convolutional layer (CONV) 

The convolutional layer plays a key role in extracting local features in deep neural networks, 

especially for data processing. This layer extracts specific features of each part of the data using 

convolutional kernels (filters) that slide on the inputs and produces convolutional results. The weights 

of the convolutional kernel are applied equally to all data points, which is called "common weighting," 

and allows the network to identify similar features at different points in the data. Adjusting parameters 

such as kernel size, depth, step size, and other filter settings helps the convolutional layer to recognize 

patterns effectively and perform better in data analysis. The algorithm for calculating the output size is 

defined based on Equation (3) (Du, 2018). 

Equation (3) 

Hout = 1 +
Hin + (2 ∗ pad) − Kheight

S
; Wout = 1 +

Win + (2 ∗ pad) − Kwidth

S
 

• Activation Layer 

Nonlinearization of the output of the convolutional layer in neural networks is performed through 

activation layers, which is essential to solve the vanishing gradient problem and improve the learning of 

models. Various activation functions, including Sigmoid, Tanh, ReLU, Leaky ReLU, ELU, and Maxout, 

are used for this purpose. In particular, Leaky ReLU has been recognized as a popular choice in recent 

years due to its high convergence speed and lack of dead zones. The appropriate choice of activation 

function can have a great impact on the performance and training speed of deep neural networks (Du, 

2018). 

• Pooling layer 

The pooling layer in deep neural networks is used to reduce both the dimensionality of extracted 

features and computational complexity, and helps prevent overfitting. This layer includes three main 

types: non-overlapping pooling, which involves max and average pooling with a stride equal to the 

window size, overlap pooling, which preserves more information with overlapping regions, and spatial 

pyramid pooling, which allows the network to convert the features of data of different input sizes into 

uniform dimensions, without damaging the information structure and preventing data loss. Spatial 
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pyramidal pooling has become a key component in the design of deep neural networks due to its ability 

to preserve information and improve performance when dealing with diverse data (Du, 2018). 

• Fully connected layer 

Fully connected layers are used at the end of deep neural networks to transfer and analyze the 

information extracted from previous layers to the final output. In these layers, each neuron is connected 

to all neurons in the previous layer, which helps to use all the extracted features simultaneously and 

produce more accurate outputs. After several convolutional layers have extracted different features from 

the data, the fully connected layers analyze this information comprehensively and help to create a more 

robust representation of the data. These layers help to simplify the calculations and increase the 

processing speed, and are therefore of great importance in the design and final performance of deep 

neural networks (Wu, 2017). 

3.3 Evaluation Criteria 

After implementing the proposed method, we evaluate its performance using new transactions as test 

data. Fraud detection is very important and several criteria have been developed to evaluate the 

improvement and effectiveness of fraud prediction methods. As mentioned earlier, the dataset used in 

the proposed approach is divided into training and testing sets. During the evaluation phase, we compare 

the predicted labels generated by the proposed model with the actual labels by keeping the labels of the 

test samples hidden. The accuracy of the proposed model is evaluated based on its ability to correctly 

identify fraudulent transactions, which is quantified by comparing the predicted outputs with the actual 

class labels of the test set. To achieve this, a confusion matrix is generated as output that highlights the 

number of samples that are correctly classified versus those that are incorrectly classified during the 

testing phase. This matrix provides a detailed insight into the performance of the model and reflects its 

effectiveness in distinguishing between fraudulent and non-fraudulent samples. This matrix consists of 

four elements: true positive (TP), false positive (FP), true negative (TN), and false negative (FN), which 

are as follows (Dorostkar Navaei et al., 2025). 

• TN: A test transaction that is detected as non-fraudulent and its true label is non-fraudulent. 

• TP: A test transaction that is detected as fraudulent and its true label is fraudulent. 

• FP: A test transaction that is detected as fraudulent but its true label is non-fraudulent. 

• FN: A test transaction that is detected as non-fraudulent but its true label is fraudulent. 

By extracting the parameters of the confusion matrix, evaluation criteria can be calculated based on 

it to compare the results of the proposed model on the test set. The most common criteria in this context 

are accuracy, recall, precision, and F-measure. These criteria are defined based on Equations (3) to (6). 

(Equation 3) 

Accuracy =  
TP + TN

TP+TN+FP+FN
 

(Equation 4) 

Precision =
TP

TP + FP
 

(Equation 5) 

Recall =
TP

TP + FN
 

F (Equation 6) 

F − measure =
2 ∗ Precision ∗ Recall

Precision + Recall 
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The evaluation criteria introduced are used as a tool to measure the quality of the proposed method 

and compare it with other existing methods. 

3.4 Time Complexity Analysis 

To analyze the time complexity of the proposed model, it is necessary to examine each stage of data 

processing and model training. In the local preprocessing stage, each federate works only on its own 

data, and the calculations include feature selection and the calculation of Pearson correlation 

coefficients. The time complexity of this stage depends on the number of local samples n and the number 

of features d, and is approximately equal to O(n.d), since for each feature, the correlation with the target 

variable is calculated. 

After feature extraction, the processed data and fraud detection indicators are sent to the central 

server. The synthesis of this data at the center involves statistical aggregation and input preparation for 

the convolutional neural networks. The time complexity of this step mainly depends on the number of 

federates F and the number of selected features d′ and can be considered O(F.d′), since the central server 

receives only summarized and processed data and no raw data is transmitted. In the training part of the 

deep learning model, convolutional neural networks are trained on the combined features. The time 

complexity of training CNN networks varies depending on the number of samples N, the number of 

layers L, and the size of each layer and filters k, and is approximately estimated to be O(N.L.k2). Since 

the data is updated through federated learning, each training session involves collecting updates from 

federates and applying them to the central model, which also has a time complexity of O(F.U), where U 

represents the time to aggregate updates from each federate. Overall, the federated learning-based 

architecture reduces the computational burden on each organization, as the raw data remains in place 

and only the extracted knowledge is transferred. This approach, while maintaining data privacy and 

security, allows for higher scalability and parallel processing, and the time complexity of the entire 

system is significantly reduced by distributing the computations among federates. Therefore, in addition 

to being efficient in fraud detection, the proposed model is also practical and time-optimized for 

implementation in multi-organizational environments. 

4) Findings 

As mentioned, in this paper, a novel model for data governance using federated learning and based on 

cloud computing infrastructure enables cross-organizational fraud detection without the need for data 

aggregation. In this paper, the financial fraud dataset (Lopez-Rojas et al., 2016) is used. Real data in the 

field of financial services, especially mobile transactions, is not publicly available, which makes 

research in the field of fraud detection difficult. To solve this problem, the PaySim synthetic dataset is 

generated by simulating normal and fraudulent transaction behavior to evaluate the performance of fraud 

detection methods. 

All experiments in this research were conducted in the MATLAB R2021b environment using the 

Classification Learner toolbox and standard MATLAB statistical analysis functions. The data was first 

preprocessed and important features were extracted using Pearson correlation coefficient and then 

divided into several federates; therefore, each federate was trained independently and only the processed 

results were transferred to the central server. To identify complex patterns, machine learning models, 

including KNN, Random Forest, Bagging, XGBoost, and Convolutional Neural Networks (CNN), were 

used. The accuracy, recall, precision, and F-measure metrics were also calculated to evaluate the 

performance of the models. All calculations and training of the models were performed in the same 

MATLAB environment, and the feature correlation matrix for each federate was displayed as a heatmap 

to ensure the transparency of the proposed model performance. The simulation environment was run on 

an ASUS N56J laptop system with an Intel Core i7 processor and 8 GB of RAM and the Windows 10 

(64-bit) operating system, which allows for an accurate reproduction and evaluation of the models' 

performance. Table 2 represents the characteristics of the dataset. 
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Table 2. Features of the PaySim Dataset (Lopez-Rojas et al., 2016) 
Feature name Number Feature name Number 

nameDest 7 step 1 
oldbalanceDest 8 type 2 
newbalanceDest 9 amount 3 
isFlaggedFraud 10 nameOrig 4 

isFraud 11 oldbalanceOrg 5 
  newbalanceOrig 6 

As shown in Table 2, there are 10 features in the dataset, only a part of which are associated with 

the class label. Therefore, selecting the features that have the highest correlation with the class label 

(such as the fraudulent or non-fraudulent status of the transaction) plays a very important role in 

improving the performance of machine learning models. By focusing on relevant features and 

eliminating redundant or unimportant information, the model can more accurately identify hidden 

patterns in financial data and inter-organizational transactions. This not only increases the accuracy of 

fraud prediction but also reduces the computational complexity and processing time of the model, 

ultimately helping to develop smarter and more efficient systems to detect suspicious behaviors and 

prevent financial losses. 

As mentioned, in the proposed method, data is divided among federates so that each federate 

performs preprocessing operations on the existing data locally and in its own edge environment. This 

preprocessing involves selecting the features that have the highest correlation with the class label. The 

selected features are sent as knowledge extracted from the data to the central server in the cloud 

computing platform to prevent the direct transmission of raw data, maintain information privacy, and 

prevent the transmission of large volumes of data. This process saves computational resources and 

network bandwidth and increases the efficiency of the distributed learning system. Table 3 shows the 

correlation matrices for each of the federates. 

Table 3. (a-e) Correlation Matrix of Each Federate Relative to the Class Label 

  The correlation matrix of federal number 1 1 

F
ea

tu
re

s 

1 1.000 
0.01

1 
0.072 0.000 0.000 

-

0.014 

0.00

0 

0.0

33 
0.037 0.016 0.137  

2 0.011 
1.00

0 
0.096 0.000 

-

0.322 

-

0.346 

0.00

0 

-

0.1

25 

-

0.082 
0.011 0.092 0.8 

3 0.072 
0.09

6 
1.000 0.000 0.104 0.001 

0.00

0 

0.1

65 
0.338 0.017 0.312  

4 0.000 
0.00

0 
0.000 0.000 0.000 0.000 

0.00

0 

0.0

00 
0.000 0.000 0.000 0.6 

5 0.000 

-

0.32

2 

0.104 0.000 1.000 0.987 
0.00

0 

0.0

66 
0.051 0.014 0.047  

6 -0.014 

-

0.34

6 

0.001 0.000 0.987 1.000 
0.00

0 

0.0

71 
0.043 0.014 

-

0.037 
0.4 

7 0.000 
0.00

0 
0.000 0.000 0.000 0.000 

0.00

0 

0.0

00 
0.000 0.000 0.000  

8 0.033 

-

0.12

5 

0.165 0.000 0.066 0.071 
0.00

0 

1.0

00 
0.973 

-

0.002 

-

0.025 
0.2 

9 0.037 

-

0.08

2 

0.338 0.000 0.051 0.043 
0.00

0 

0.9

73 
1.000 

-

0.002 
0.007  
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10 0.016 
0.01

1 
0.017 0.000 0.014 0.014 

0.00

0 

-

0.0

02 

-

0.002 
1.000 0.041 0 

11 0.137 
0.09

2 
0.312 0.000 0.047 

-

0.037 

0.00

0 

-

0.0

25 

0.007 0.041 1.000  

 1 2 3 4 5 6 7 8 9 10 11 -0.2 

  
(a) 

The Correlation Matrix of Federal Number 2 
1 

F
ea

tu
re

s 

1 
1.000 

0.02

3 0.056 0.000 

-

0.002 

-

0.014 

0.00

0 

0.0

30 0.031 0.000 0.141 
 

2 

0.023 

1.00

0 0.083 0.000 

-

0.322 

-

0.347 

0.00

0 

-

0.1

08 

-

0.073 0.000 0.087 

0.8 

3 
0.056 

0.08

3 1.000 0.000 0.102 0.006 

0.00

0 

0.2

17 0.371 0.000 0.275 
 

4 
0.000 

0.00

0 0.000 0.000 0.000 0.000 

0.00

0 

0.0

00 0.000 0.000 0.000 
0.6 

5 

-0.002 

-

0.32

2 0.102 0.000 1.000 0.986 

0.00

0 

0.0

50 0.037 0.000 0.049 

 

6 

-0.014 

-

0.34

7 0.006 0.000 0.986 1.000 

0.00

0 

0.0

54 0.030 0.000 

-

0.034 

0.4 

7 
0.000 

0.00

0 0.000 0.000 0.000 0.000 

0.00

0 

0.0

00 0.000 0.000 0.000 
 

8 

0.030 

-

0.10

8 0.217 0.000 0.050 0.054 

0.00

0 

1.0

00 0.979 0.000 

-

0.014 

0.2 

9 

0.031 

-

0.07

3 0.371 0.000 0.037 0.030 

0.00

0 

0.9

79 1.000 0.000 0.013 

 

10 
0.000 

0.00

0 0.000 0.000 0.000 0.000 

0.00

0 

0.0

00 0.000 0.000 0.000 
0 

11 

0.141 

0.08

7 0.275 0.000 0.049 

-

0.034 

0.00

0 

-

0.0

14 0.013 0.000 1.000 

 

 1 2 

3 
            

 (b)                      

4 5 6 7 8 9 10 11 -0.2 

  The Correlation Matrix of Federal Number 3 1 

F
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s 

1 
1.000 

0.01

8 0.057 0.000 

-

0.002 

-

0.013 

0.00

0 

0.0

14 0.016 0.013 0.121 
 

2 

0.018 

1.00

0 0.098 0.000 

-

0.318 

-

0.343 

0.00

0 

-

0.1

21 

-

0.073 0.011 0.090 

0.8 

3 
0.057 

0.09

8 1.000 0.000 0.096 0.002 

0.00

0 

0.2

16 0.394 0.057 0.294 
 

4 
0.000 

0.00

0 0.000 0.000 0.000 0.000 

0.00

0 

0.0

00 0.000 0.000 0.000 
0.6 

5 

-0.002 

-

0.31

8 0.096 0.000 1.000 0.988 

0.00

0 

0.0

79 0.060 0.024 0.045 

 

6 

-0.013 

-

0.34

3 0.002 0.000 0.988 1.000 

0.00

0 

0.0

85 0.053 0.024 

-

0.036 

0.4 
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7 
0.000 

0.00

0 0.000 0.000 0.000 0.000 

0.00

0 

0.0

00 0.000 0.000 0.000 
 

8 

0.014 

-

0.12

1 0.216 0.000 0.079 0.085 

0.00

0 

1.0

00 0.971 

-

0.002 

-

0.035 

0.2 

9 

0.016 

-

0.07

3 0.394 0.000 0.060 0.053 

0.00

0 

0.9

71 1.000 

-

0.003 

-

0.001 

 

10 

0.013 

0.01

1 0.057 0.000 0.024 0.024 

0.00

0 

-

0.0

02 

-

0.003 1.000 0.041 

0 

11 

0.121 

0.09

0 0.294 0.000 0.045 

-

0.036 

0.00

0 

-

0.0

35 

-

0.001 0.041 1.000 

 

 1 2 3 4 5 6 7 8 9 10 11 
-
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(c) 

The Correlation Matrix of Federal Number 4 
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8 0.053 0.000 

-
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-

0.012 0.000 0.022 0.025 0.019 

0.1

37 
 

2 

0.018 
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-
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-
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-
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-
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85 

0
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8 

3 
0.053 
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-
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44 
 

4 

0.000 
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00 

0

.

6 

5 
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-
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0.0
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6 
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-
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-
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36 

0

.

4 
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8 
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-
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-
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-
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29 

0

.

2 

9 
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-
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1 0.442 0.000 0.037 0.031 0.000 0.972 1.000 

-
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-
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10 
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7 0.050 0.000 0.018 0.018 0.000 

-
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-
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0.0

66 
0 
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0.137 
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5 0.244 0.000 0.040 

-

0.036 0.000 

-
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-
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-

0

.
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The Correlation Matrix of Federal Number 5 
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1.0

00 
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26 
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64 
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00 

-
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-

0.014 0.000 0.026 0.028 0.023 0.135 
 

2 
0.0

26 

1.0

00 

0.0

97 

0.0

00 

-

0.313 

-

0.339 0.000 

-
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3 
0.0

64 

0.0

97 

1.0

00 

0.0

00 0.106 0.017 0.000 0.231 0.406 0.083 0.279 
 

4 
0.0

00 

0.0

00 

0.0

00 

0.0

00 0.000 0.000 0.000 0.000 0.000 0.000 0.000 
0.6 

5 

-

0.0

02 

-

0.3

13 

0.1

06 

0.0

00 1.000 0.988 0.000 0.067 0.047 0.026 0.047 

 

6 

-

0.0

14 

-

0.3

39 

0.0

17 

0.0

00 0.988 1.000 0.000 0.073 0.043 0.026 

-

0.031 

0.4 

7 
0.0

00 

0.0

00 

0.0

00 

0.0

00 0.000 0.000 0.000 0.000 0.000 0.000 0.000 
 

8 0.0

26 

-

0.1

23 

0.2

31 
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-
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-
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0.2 

9 0.0

28 

-

0.0

76 

0.4

06 

0.0

00 0.047 0.043 0.000 0.961 1.000 

-

0.003 

-
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10 
0.0

23 

0.0

16 

0.0

83 

0.0

00 0.026 0.026 0.000 

-

0.003 -0.003 1.000 0.057 
0 

11 
0.1

35 

0.0

94 

0.2

79 

0.0

00 0.047 

-

0.031 0.000 

-

0.029 -0.001 0.057 1.000 
 

 1 2 3 4 5 6 7 8 9 10 11 -0.2 

(e) 

As can be seen in Tables 3(a-e), examining the correlation of features in the dataset shows that only 

a limited number of these features have significant correlation with the class label, while many features 

either have weak correlation with the target variable or produce redundant and useless information. This 

highlights the importance of the feature selection process as a key step in improving the performance of 

classification algorithms, especially in the federated learning framework. This is because selecting 

relevant features and eliminating redundant features not only reduces computational complexity but can 

also significantly increase the accuracy and efficiency of the model in each federation. Accordingly, in 

this study, using the correlation criterion, the features that were most related to the class label were 

selected as inputs to the classification models, and the results of this selection are presented in Table 4, 

indicating that each federation is able to have a favorable performance in detection or prediction by 

using an optimal subset of features. 

Table 4. Selected Features in Each Federation 
Federal number Features Indexes 

1 {1,2,3} 

2 {1,2,3} 

3 {1,2,3} 

4 {1,2,3,10} 

5 {1,2,3,10} 

As can be seen in Table 4, similar features have been selected in most federations, which indicates 

the importance of the main factors in determining intra-organizational fraud in the financial dataset. In 

fact, in the proposed method, the original dataset, consisting of 10 features, is reduced to 4 features, and 

in the central federation, the computational complexity is reduced by 60% for final processing and the 

prediction of new samples. 

4-1- Evaluation of Selected Features 

In addition, in this study, a lightweight and fast classification algorithm, such as the k-nearest neighbor 

(KNN) method, was used to accurately evaluate the performance of the selected features in each 

federation and to examine the impact of these features on the quality of classification. This algorithm is 

considered a suitable option for examining the efficiency of the selected subsets of features in each 
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federation due to its simple structure and high execution speed. In this regard, KNN models are first 

trained on the training data using the features selected separately in each federation to assess the model’s 

ability to learn patterns from real data at the local level. 

These trained models are then tested using the testing data to calculate the exact values of the 

performance evaluation criteria, including precision, sensitivity, overall accuracy, and F-measure, in 

each federation. This approach allows for qualitative and quantitative comparisons of each federation 

performance with respect to the selected features and helps to better understand the strengths and 

weaknesses of feature selection in the federated learning process. The results of these evaluations are 

presented as comparative graphs in the results section to clearly demonstrate the impact of feature 

subsets on the quality of prediction in real distributed data conditions. 

Figure 4 shows a comparison of the prediction accuracy of test samples in different federations. 

Figure 5 illustrates a comparison of the prediction sensitivity of test samples in different federations, as 

well as the average values of the evaluation criteria in each federation. Figure 6 presents the comparison 

of the precision of test samples in different federations. Figure 7 shows the comparison of the F-measure 

of the prediction of test samples in different federations. 

 

Figure 4. Comparison of the Accuracy of Test Samples in Different Federates Based on Selected 

Features 
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Figure 5. Comparison of the Recall of Test Samples in Different Federates Based on Selected 

Features 

 

Figure 6. Comparison of the Precision of Test Samples in Different Federates Based on Selected 

Features 
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Figure 7. Comparison of the F1-Score of Test Samples in Different Federates Based on Selected 

Features 
 

Table 5. Average Values of Evaluation Criteria in Different Federates 
F-Measure Precision Recall Accuracy  

0.9886 0.9959 0.9813 0.9775 Federal 1 

0.9843 0.9935 0.9752 0.9693 Federal 2 
0.9862 0.9927 0.9798 0.9730 Federal 3 

0.9857 0.9936 0.9780 0.9720 Federal 4 

0.9853 0.9909 0.9798 0.9713 Federal 5 

As shown in Figures 4 to 7 and Table 5, the use of correlation-based feature selection enables 

identifying important factors in determining intra-organizational fraud in financial report data well. 

Hence, the performance of the proposed classification model in federations has yielded good results for 

each of the evaluation criteria, including accuracy, sensitivity, precision, and F-measure. 

4-2- Central Federation Training 

As mentioned, the feature selection results in each federation are sent as output to the central federation 

in cloud computing. In the central federation, the features selected in the federations are merged to 

ultimately train the convolutional neural network model based on these features. Convolutional neural 

network models, with deep training on the features selected in the federations, try to extract accurate 

intra-organizational fraud detection patterns based on financial data and reports. Figure 8 shows the 

process of training convolutional neural networks in the central federation in cloud computing. 
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Figure 8. Training Process of Convolutional Neural Networks in Central Federated Cloud 

Computing 

As can be seen in Figure 8, neural networks in the early stages of training usually have a relatively 

high error rate due to the lack of processed training data and the incompleteness of the learning process. 

At this stage, the weights and internal parameters of the network are not yet optimally adjusted, and the 

model is identifying initial patterns in the input data. This behavior is normal in many deep learning 

networks and is part of the gradual convergence process of the model towards a stable and optimal state. 

As the iterations progress and the number of training cycles increases, the network gradually learns 

the appropriate structure of the relationships and dependencies in the data, and the weights of the 

different layers are adjusted in a targeted manner. As a result, the error rate decreases and the model 

tends to converge to an acceptable and stable error value. This gradual reduction in error indicates the 

efficiency of the neural network's learning and optimization process and its ability to correctly generalize 

the learned knowledge to new and unknown data. The error downward trend in Figure 9 clearly 

demonstrates this step-by-step improvement and confirms the correctness of the network structure 

design and the quality of training data. 

 

Figure 9. Comparison of the Accuracy of Different Classification Methods on Test Data in the 

Central Federated System 
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4.3. Evaluation of the Proposed Method 

In the proposed method, various classification algorithms, such as Random Forest (RF), Bagging, and 

Extreme Gradient Boosting (XGBoost), are employed to classify fraudulent instances and predict new 

samples. These algorithms, by leveraging their learning capabilities, extract patterns related to fraud 

from the features selected within the federated systems. These features constitute the basis of the 

classification process in the central federated system deployed on the cloud computing server. 

Ultimately, the extracted patterns are utilized to determine the status of new samples. 

In this process, 30% of the original data were randomly selected as the test dataset, whose true 

labels were already known. These labels served as the reference for evaluating the performance of the 

classification models, and the predictions generated by the models were compared against them. The 

outcomes of this comparison are presented in the form of a confusion matrix, which provides a standard 

basis for assessing classification performance using key evaluation metrics. 

Figure 9 illustrates the comparison of prediction accuracy on the test samples in the central federated 

cloud environment across different classification methods. Figure 10 presents the comparison of 

prediction sensitivity (recall). Figure 11 shows the comparison of prediction precision, while Figure 12 

depicts the comparison of the F1-score obtained by the different classifiers. 

 

Figure 10. Comparison of Recall of Different Classification Methods on Test Data in the Central 

Federated System 
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Figure 11. Comparison of Precision of Different Classification Methods on Test Data in the 

Central Federated System 

 

Figure 12. Comparison of F1-Score of Different Classification Methods on Test Data in the 

Central Federated System 

As observed in Figures 9 to 12, the integration of correlation-based feature selection within the 

federated framework, along with the utilization of the selected features at the central cloud server, has 

resulted in an effective approach for detecting and predicting fraud-related patterns in inter-
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organizational reports. Among the evaluated classifiers, the Convolutional Neural Network (CNN) 

demonstrates superior performance in terms of overall accuracy compared to other methods. 

Figure 13 displays the comparison of average accuracy at the central server based on a box plot. 

Figure 14 illustrates the comparison of average sensitivity. Figure 15 presents the comparison of average 

precision, and Figure 16 shows the comparison of the average F1-score, all measured within the central 

cloud environment. 

 

Figure 13. Box Plot Comparing the Accuracy of Different Classification Methods 
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Figure 14. Box Plot Comparing the Recall of Different Classification Methods 

 

Figure 15. Box Plot Comparing the Precision of Different Classification Methods 
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Figure 16. Box Plot Comparing the F1-Score of Different Classification Methods 

According to Figures 13 to 16, CNNs, owing to their deep layered architecture, demonstrate a 

stronger capability to extract more discriminative fraud patterns. Consequently, when these learned 

patterns were applied to the test dataset, the model produced superior evaluation metric values relative 

to other classification methods. 

4.4. Comparison of the Proposed Method with Previous Studies 

Following the implementation and evaluation of the proposed method, its effectiveness was further 

assessed through comparison with prior studies (Almazroi et al., 2023; Fu, 2022; Mubalaike et al., 2018; 

Paulraj, 2024) under comparable experimental settings. Given the significance of the accuracy metric in 

detecting fraudulent samples within financial reporting contexts, Figure 17 presents a comparative 

analysis of the proposed method against the referenced approaches based on classification accuracy.  
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Figure 17. Comparison of the Proposed Method with Previous Methods Based on the Accuracy Metric 

According to Figure 17, the proposed method, by employing local feature selection in the fog/edge 

environment of each federated node (organization), successfully identifies intra-organizational fraud-

related factors. These factors are then used as inputs to the Convolutional Neural Network (CNN) model 

at the central federated layer in the cloud, enabling the prediction of fraud in new financial reports. The 

utilization of these factors results in improved classification accuracy and more reliable predictions. 

Under the same experimental conditions, the proposed method demonstrates superior performance 

compared to previous approaches in predicting fraud within organizational financial reports. 

4.5. Analysis of Findings 

The proposed model facilitates accurate fraud detection at both intra-organizational and inter-

organizational levels. Local data processing and distributed feature selection contribute to privacy 

preservation while also reducing computational overhead. Furthermore, centralized learning using CNN 

and ensemble learning methods enhances the system’s capability to capture complex and evolving fraud 

patterns. The federated–cloud architecture exhibits desirable properties in terms of scalability and 

security, making it suitable for deployment in intelligent monitoring systems across governmental and 

large-scale organizational contexts. The findings are summarized as follows: 

Step 1: Local processing in each federated node 

Each organization preprocesses its data within the edge/fog layer as an independent federated entity. 

The results indicate that the local models achieve high performance, with accuracy values ranging from 

0.9693 to 0.9775, and F1-scores ranging from 0.9843 and 0.9886. This stage confirms that privacy-

preserving local learning, without transferring raw data, is sufficient for extracting meaningful fraud-

related patterns. 

Step 2: Feature selection using Pearson correlation 

Within each federated node, features associated with fraud occurrence are selected using the 

Pearson correlation coefficient. This process reduces data dimensionality, accelerates processing, and 

emphasizes the most informative variables. The distributed nature of feature selection provides an 

effective basis for improving central model performance. 

Step 3: Central learning with deep learning architecture 

The selected features from federated nodes are transmitted to the central cloud layer. The CNN-

based central model captures complex inter-organizational fraud patterns, achieving an accuracy of 
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0.9744 and an F1-score of 0.9843. Other ensemble methods, including XGBoost, Bagging, and Random 

Forest (RF), also yield competitive results with accuracy values exceeding 0.94. These findings 

highlight the effectiveness of integrating federated learning with centralized deep learning. 

Step 4: Inter-organizational fraud detection 

By applying the central model, fraud detection is performed without exposing sensitive 

organizational data. The overall accuracy of inter-organizational fraud detection reaches 97.6%, while 

computational complexity is reduced by approximately 60%, underscoring the efficiency of the 

distributed architecture. 

The comparative evaluation across different learning scenarios demonstrates that the proposed 

model is well aligned with real-world operational conditions. In practical environments, organizational 

data are inherently distributed, heterogeneous, and privacy-sensitive, rendering full centralization 

impractical. The first-stage results show that each federated entity, analogous to a real organization, can 

achieve high fraud detection accuracy using only its local data—an essential requirement in privacy-

constrained systems. 

During the feature selection phase, the reduction of data volume and focus on key attributes mirror 

the constraints of real monitoring systems, where computational resources are limited and data are often 

noisy. This step enables the central model to learn from compact yet informative representations, leading 

to faster response times and more stable decisions. 

A comparison of CNN with conventional classifiers, such as RF, Bagging, and XGBoost, reveals 

that although all methods provide acceptable performance, deep learning exhibits superior capability in 

modeling nonlinear and sparse fraud patterns, particularly at the inter-organizational level. 

Finally, the inter-organizational detection results indicate that the proposed federated–cloud 

architecture satisfies not only accuracy requirements but also efficiency and scalability considerations. 

The substantial reduction in computational burden, coupled with the elimination of raw data transfer, 

supports the practical applicability of the model in large-scale and dynamic organizational ecosystems. 

Overall, these observations suggest that the proposed framework extends beyond a purely experimental 

setting and can be realistically deployed in executive and governmental environments. 

5) Conclusion and Suggestions 

With the expansion of information systems and the digitalization of processes in executive agencies, a 

vast volume of sensitive and heterogeneous data is generated in a distributed manner. Despite its 

significant analytical value, such data are often underutilized due to data fragmentation, security 

constraints, and the absence of real-time analytical infrastructures. This condition not only complicates 

transaction monitoring but also contributes to the growth of fraud and corruption, particularly in 

governmental institutions that still rely on traditional rule-based approaches for fraud detection. While 

these approaches may be effective for recognizing predefined patterns, they are typically ineffective 

against emerging and adaptive fraud schemes, often resulting in excessive false alarms and increased 

investigation costs. 

Under these circumstances, adopting modern solutions grounded in artificial intelligence, machine 

learning, and cloud computing becomes essential. Machine and deep learning techniques can 

substantially enhance fraud detection accuracy by identifying complex and nonlinear behavioral patterns 

in near real time, while cloud computing provides scalable computational resources and supports secure 

inter-organizational collaboration. Nevertheless, the deployment of such technologies requires robust 

data governance and AI governance frameworks to ensure an appropriate balance among efficiency, 

transparency, and privacy. 

In this study, a novel data governance model was proposed based on a decentralized, data-centric 

architecture, integrating federated learning with cloud computing infrastructure to enable cross-

organizational fraud detection without centralized data aggregation. Within this framework, each 

organization operates as an independent federated entity, performing data preprocessing at the edge/fog 

layer using local resources. This preprocessing stage involves selecting features exhibiting the strongest 
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association with fraud occurrence, implemented through Pearson correlation-based feature selection, 

thereby identifying the most informative factors for subsequent analysis. 

The experimental findings demonstrate the effectiveness of the proposed model. As indicated by 

the federated evaluation results, each federated entity achieved high predictive performance using only 

local data, with accuracy values ranging from 0.9693 to 0.9775. The corresponding F1-score, precision, 

and recall values fall within 0.9843–0.9886, 0.9909–0.9959, and 0.9752–0.9813, respectively. These 

results confirm the capability of the system to correctly identify fraudulent samples while minimizing 

false positives. Moreover, they underscore the importance of correlation-driven feature selection in 

reducing redundant data processing and enhancing model efficiency. A key advantage of this 

mechanism is that sensitive organizational data remain local, ensuring strict privacy preservation, which 

is critical in inter-organizational environments. 

At the centralized level, both deep learning and ensemble learning models exhibited strong 

performance. The Convolutional Neural Network (CNN) achieved the best overall results, with an 

accuracy of 0.9744 and an F1-score of 0.9843, while XGBoost, Bagging, and Random Forest (RF) also 

delivered competitive accuracy values exceeding 0.94. These observations indicate that aggregating 

knowledge from distributed federated entities within a central deep learning framework significantly 

strengthens the detection of complex inter-organizational fraud patterns. The combined use of CNN and 

ensemble strategies contributes to improved generalization and reduced classification errors, enabling 

the detection of previously unseen fraud behaviors. 

Comparative analysis further validates the superiority of the proposed framework. The achieved 

accuracy of 97.46% surpasses that of several benchmark and hybrid models, including ENN, RF-

Stacked, ResNet–GRU, and Stacked Auto-Encoder. This outcome highlights the effectiveness of 

integrating federated learning, intelligent feature selection, and centralized deep learning, which 

collectively address limitations inherent in purely rule-based or historically trained systems. 

The principal practical contributions of the proposed model can be summarized as follows: 

• Data privacy and security: Data processing remains local to each federated entity, with 

only abstracted knowledge or selected features transmitted, thereby preventing sensitive 

data exposure. 

• Scalability and real-time capability: The integration of cloud and edge/fog computing 

enables efficient handling of high-volume transactional data and supports near real-time 

fraud detection. 

• Cross-organizational generalization: The central model benefits from knowledge extracted 

across multiple organizations, improving robustness in heterogeneous operational settings. 

• Reduction of false alarms: Effective feature selection and deep learning mechanisms 

contribute to lower false positive rates and optimized resource utilization. 

• Alignment with governance requirements: The architecture is inherently compatible with 

privacy regulations and data governance principles, promoting secure collaboration. 

Despite these advantages, certain challenges warrant consideration. Effective deployment requires 

standardized communication protocols, interoperable security mechanisms, and reliable strategies for 

knowledge aggregation among federated entities. Additionally, federated learning environments 

characterized by data imbalance or feature heterogeneity may necessitate advanced weighting, 

normalization, and adaptive optimization techniques to maintain model stability and fairness. 

Addressing these factors represents a valuable direction for future research and practical refinement. 

Overall, the findings indicate that the proposed model is not only capable of accurately detecting 

intra-organizational and inter-organizational fraud but also offers a practical and sustainable solution for 

government information systems and large organizations through privacy preservation, cost reduction, 

and enhanced scalability. This study emphasizes the critical role of data governance, the design of 

federated–cloud architectures, and the integration of federated learning with deep learning in achieving 

an appropriate balance among security, detection accuracy, and operational efficiency. 
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The extracted features and learned patterns, representing the factors associated with fraudulent 

behavior, are transmitted to the central cloud layer, where deep learning-based aggregation and fraud 

prediction processes are performed at the inter-organizational level. Experimental results further 

demonstrate that the proposed method, with an approximate 60% reduction in computational 

complexity, achieves a detection accuracy of 97.6% for newly observed fraud cases across 

organizations. This outcome reflects the effectiveness of the decentralized architecture and distributed 

feature selection strategy compared to conventional centralized approaches. 

Considering these results, it is recommended that managers and policymakers responsible for data 

governance and monitoring in executive agencies reassess fully centralized data architectures and 

progressively adopt distributed federated structures. The application of federated learning enables 

organizations to benefit from shared analytical knowledge without violating privacy regulations or 

transferring sensitive raw data. Consequently, the development of macro-level policies centered on 

exchanging “knowledge rather than data” can substantially strengthen inter-organizational trust and 

collaboration. 

It is also advisable that data governance frameworks clearly define the responsibilities of the central 

federated entity as a knowledge aggregator and supervisory component. Such responsibilities should 

remain transparent, restricted, and auditable in order to mitigate risks associated with excessive 

centralization and potential security vulnerabilities. Furthermore, investment in secure cloud 

infrastructure and the training of specialized human resources in federated learning and distributed AI 

systems represent essential managerial prerequisites for the successful operationalization of this model. 

From an applied perspective, the results suggest that the proposed framework can serve as a 

foundational component of intelligent fraud detection systems within governmental and regulatory 

environments. In practical deployments, each executive agency should be modeled as an independent 

federated node, with preprocessing and feature selection procedures adapted to the specific 

characteristics of its local data to preserve model accuracy. A phased implementation strategy—initially 

through decision support systems followed by real-time detection mechanisms—may further reduce 

operational risks. 

The adoption of this model in domains such as financial supervision, public procurement, subsidy 

allocation, and audit systems can facilitate earlier identification of concealed fraud patterns. 

Additionally, incorporating mechanisms for continuous performance monitoring and periodic model 

updates, aligned with evolving fraud behaviors, is strongly recommended to ensure long-term system 

effectiveness. 
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