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1) INTRODUCTION

Multi-access Edge Computing (MEC) is an emerging paradigm strongly proposed by the European
Telecommunications Standards Institute (ETSI) to overcome the problems arising from complexities in
evolving mobile and wireless communication networks. The fundamental principle in MEC is to extend
cloud computing (CC) capabilities to the edge of the mobile network to mitigate the limitations
attributed to the existing cloud infrastructure [1]. In other words, MEC encompasses data centers and
processing units in an aggregated manner, such that computing, storage, networking, and data analysis
resources are deployed in locations close to the data source [2] and [3]. The fifth generation of mobile
technology (5G) is one of the rationales for the emergence of MEC. The guaranteed performance criteria
of 5G include: data rates exceeding 10 Gbps, service-level latency below 1 ms, ultra-high reliability of
99.99999%, a 90% reduction in energy consumption, and support for 300,000 devices in a single cell
[1] and [4]. To meet these requirements, migrating the service infrastructure to a nearby location is a
critical approach. Therefore, MEC enables new 5G services by deploying multiple devices with
computing, storage, and network service capabilities at the edge of the network, close to end-users,
solving latency, bandwidth, and reliability issues for emerging use cases such as smart vehicles,
virtual/augmented reality (AR/VR), high-quality video streaming, remote surgery, and the Internet of
Things (1oT), which require service delivery close to users. These factors have made MEC a prominent
technology beyond 5G deployment.

Network security means securing communication networks from intrusions and potential
vulnerabilities, based on which confidentiality, integrity, availability of information, authentication, and
access authorization are achieved. The emergence of software-based approaches in the 5G mobile
network, such as Software-Defined Networking (SDN), Network Function Virtualization (NFV), and
Network Slicing (NS), necessitates additional requirements for ensuring security [5]. Meanwhile, MEC
is the access point to all services published by the Radio Access Network (RAN) layer. This entity is
one of the weakest points in the entire network in terms of security. Most 10T devices on the market use
weak encryption schemes and other security measures to maintain an affordable price range in order to
compete. Deploying cloud computing resources in MEC, in data centers or data rooms with much less
physical control and protection than centralized data centers, exposes critical computing resources to
physical security threats that can lead to service compromise or even access to central resources. Most
of these devices are vulnerable to cloning and physical tampering, exposing the entire mobile network
to numerous attacks [1]. The authors in reference [6] examined the literature and challenges of MEC
with respect to three aspects: security, performance, and reliability. Maintaining confidentiality,
integrity, and trust management guarantees are key requirements in MEC deployment. It is evident that
virtualization technologies are vital for realizing MEC and creating a serviceable platform with dynamic
resource allocation capabilities. Vulnerabilities and potential attacks on virtual machines (VMs) are
unique and have significant implications for the MEC system.

2) Solution METHOD

2-1) Equation
Risk= Probability of a successful threat* Severity of that threat @8}

3) Conclusion

In 5G networks, edge computing enables efficient and rapid data processing in mobile networks. Multi-
access Edge Computing (MEC) is a key technology that facilitates these new services by deploying
multiple devices with computing and storage capabilities at the network edge, close to end-users. In this
context, security is a critical factor in realizing MEC deployment. In this paper, we review the 5G
architecture and then focus on the MEC architecture, examining the threats, vulnerabilities, and security
solutions proposed by academic references. In the next step, we analyze the risk criteria by evaluating
the impact/severity and probability of success of the identified threats to 5G. Using the obtained risks,
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we rank the threats. The results of this paper indicate that the top 5 threats in the 5G mobile edge network
are, in order: APTs, DoS/DDoS, Spoofing, Privilege Escalation, and Reduction of Quality (RoQ). The
results of this paper contribute to securing the 5G network and deploying security solutions.

4) Tables and Figures
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Fig. 1: Locational threat vectors of a typical MEC deployment

Table 1: Threats/Attacks and their impact on CIAAA security requirements

General threats

Viruses / Worms X X X Medium (5)

DoS/DDos X High (8)

Eavesdropping and Hijacking X X X X High (8)
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Jamming

High (8)

MitM

High (8)

Relay attack

Medium (5)

APTs

X Critical (10)

Sybil attack

High (8)

Spoofing attack

High (8)

Non- Crypt analytic attacks

Side-Channel Attacks (SCAs)

X High (8)

Physical damage

x High (8)

Hardware Trojan (HT)

Critical (10)

Networking/Routing attacks

Malicious Node injection

High (8)

Sinkhole attack

Medium (5)

Wormbhole attack

High (8)

Reduction of Quality (RoQ) attack

High (8)

Denial of sleep attack

Medium (5)

Virtualization/VM based Threats

Service manipulation

X High (8)

Privilege Escalation

X Critical (10)

VM Manipulation attack

High (8)

DNS Amplification/Manipulation attack

High (8)

VM escape attack

X Critical (10)

VNF location shift attack

High (8)

Security log troubleshooting failure

X Medium (5)

Softwarized Threats
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Software Vulnerability X X X X X High (8)
Data exfiltration X X X Critical (10)
(include location privacy)

Malicious code injection X X X X High (8)
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Prob. Successful Attack Threats/Attacks

General threats

0.3 Viruses / Worms
0.35 DoS/DDos

0.15 Eavesdropping
0.08 Jamming

0.26 MitM

0.2 Relay attack
0.35 APTs

0.21 Sybil attack
0.33 Spoofing attack

Non- Crypt analytic attacks

0.05 Side-Channel Attacks (SCAS)
0.04 Physical damage
0.04 Hardware Trojan (HT)

Networking/Routing attacks

0.14 Malicious Node injection

0.21 Sinkhole attack

0.21 Wormhole attack

0.31 Reduction of Quality (RoQ) attack
0.08 Denial of sleep attack

Virtualization/VM based Threats

0.21 Service manipulation

0.23 Privilege Escalation

0.18 VM Manipulation attack
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0.23 DNS Amplification attack

0.15 VM escape attack

0.18 VNF location shift attack

0.19 Security log troubleshooting failure

Softwarized Threats

0.26 Software Vulnerability
0.08 Data exfiltration
0.11 Malicious code injection
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Impact/Damage/Severity
between 0" and 10

Authorization
Authentication
Availability
Integrity
Confidentiality

General threats
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Medium (5) X Viruses / Worms
High (8) DoS/DDos
High (8) X X Eavesdropping and Hijacking
High (8) Jamming
High (8) MitM
Medium (5) Relay attack
Critical (10) X APTs
High (8) Sybil attack
High (8) X Spoofing attack

Non- Crypt analytic attacks

High (8) X Side-Channel Attacks (SCAS)
High (8) X Physical damage
Critical (10) Hardware Trojan (HT)

Networking/Routing attacks

High (8) X Malicious Node injection
Medium (5) Sinkhole attack

High (8) Wormhole attack

High (8) Reduction of Quality (RoQ) attack
Medium (5) Denial of sleep attack

Virtualization/VM based Threats

High (8) X Service manipulation
Critical (10) X Privilege Escalation

High (8) VM Manipulation attack

High (8) DNS Amplification/Manipulation attack
Critical (10) X VM escape attack

High (8)

VNF location shift attack
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Medium (5) X X Security log troubleshooting failure

Softwarized Threats

High (8) X X X X X Software Vulnerability

Critical (10) X X X Data exfiltration

(include location privacy)

High (8) X X X X Malicious code injection
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APTs
DoS/DDoS
Spoofing
Privilege Escalation
Reduction of Quality (RoQ)

08 G s g9l g T (216 0 y0) K5 slie § MEC wdloa/Olgug 1 Jour

Risk Threats/Attacks
General threats
1.3 Viruses / Worms
2.8 DoS/DDos
1.2 Eavesdropping/Hijacking
0.64 Jamming
2.08 MitM
1 Relay attack
3.5 APTs
1.68 Sybil attack
2.64 Spoofing attack
Non- Crypt analytic attacks
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0.4 Side-Channel Attacks (SCASs)
0.32 Physical damage
0.4 Hardware Trojan (HT)

Networking/Routing attacks

1.12 Malicious node injection

1.05 Sinkhole attack

1.68 Wormhole attack

2.48 Reduction of Quality (RoQ) attack
0.4 Denial of sleep attack

Virtualization/VVM based Threats

1.68 Service manipulation

2.3 Privilege escalation

1.44 VM manipulation attack

1.84 DNS amplification attack

15 VM escape attack

1.44 VNF location shift attack

0.95 Security log troubleshooting failure

Softwarized Threats

2.08 Software vulnerability
0.8 Data exfiltration
0.88 Malicious code injection
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