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1) INTRODUCTION

With the rapid growth of communication technologies and the increasing demand for smart networks,
technologies such as PLC' and OFDM? have emerged as efficient solutions for enhancing data
transmission and reducing infrastructure costs. PLC has been widely adopted in residential and industrial
applications due to its ability to utilize existing power infrastructure without requiring additional wiring.
However, issues related to noise and frequency interference remain significant challenges in these
networks. The integration of PLC with OFDM has led to improved spectral efficiency and reduced noise
impact in data transmission over power lines [1]-[3]. PLC is a technology that utilizes existing electrical
wiring for data transmission. Essentially, just as power lines are used to deliver electrical energy to
homes and industries, the same wires can also be employed for transmitting digital information. This is
achieved by superimposing high-frequency signals onto the primary power current, allowing data to be
transmitted electronically over the power grid. Consequently, PLC serves as a cost-effective solution
for establishing communication in smart grids and monitoring systems, as it eliminates the need for new
cabling. This technology is applied in home automation, energy system control, and power network
monitoring. Additionally, with the rapid advancement of telecommunications technologies and the
growing demand for secure and efficient wireless networks, OFDMA? has emerged as one of the primary
methods for optimizing bandwidth and resource allocation. These systems, by providing high flexibility
in resource management and interference mitigation, alongside ensuring QoS*, play a crucial role in
enhancing the security of wireless networks [4]-[6].

In this paper, we examine and optimize power allocation and subcarrier assignment in OFDMA
techniques for PLC systems. Our primary objective is to enhance data transmission Security and reduce
the impact of interference in PLC-based communication systems. In this regard, and given the
importance of security in such networks, the physical layer security is examined as a solution for
securing communications in this context. For the analysis and evaluation of the proposed network, we
formulate an optimization problem aimed at maximizing the aggregate data transmission rate, utilizing
mathematical optimization models. We then examine the results of these optimizations. In this research,
we employ two tools, NOMAD and CVX in MATLAB, to conduct the optimizations. In this model,
constraints include power limitations, QoS requirements, and user security guarantees, while the
objective function is to optimize the total data transmission rate. Through these methods, we have
achieved an optimal allocation for subcarriers that enhances the overall system efficiency. Furthermore,
we analyse the effects of various parameters, such as the number of subcarriers, the number of users per
subcarrier, distance, and noise levels, on system performance. The results of these analyses indicate a
significant improvement in system performance.

2) Solution Methid
The research methodology in this study consists of three main stages: the proposed system model, the
optimization problem formulation and its solution, and the assurance of user security.

3) Equations
The Signal-to-Noise Ratio (SNR) for user m on subcarrier n, denoted as SNR;, ,,,, is given by:

_ pn,mPn,m | hn,m | ’

SNRpm = 2 1
where the data rate for user m on subcarrier n can be calculated using the following formula:
Rpm = logz(1+ SNR, ) (2)
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Here, p,, n, represents the allocation parameter for subcarrier n to user m, and P, ,,, denotes the
power allocated to user m on subcarrier n. h,, ,,, indicates the channel gain between the transmitter and
user m on subcarrier n, while o2 represents the noise variance, which accounts for thermal noise and
other interferences.

To evaluate the proposed system model, the following optimization problem is formulated:

max
p,P Z Z log,

n=1ms= 2
+ Pnm Pn,n;|hn,m| ) (3)
o
subject to:
N p |h |2
Ci: Z log, (1 + Prm n"; i ) >R, Vm 4)
n=1 g
N M
CZ:Zanm nm < Protar (5)
n=1m=1
C3:Bm =0 Vnm (6)
M
Cy: Z Pam <1 Vn (7)
m=1 ,
nm Pn,m hn,m nminm h’TLE
Cs: log, (1 + pa%) —log, (1 + p(;#) (an f,ffn) vnm (8

The objective of the above problem is to maximize the total data rate, subject to the following
constraints. C,; ensures that the data rate requirement R,,, is met for each user m. Constraint C, specifies
the total power limit, while C5 enforces the non-negativity of power allocation. Constraint C, limits the
number of users assigned to each subcarrier, and Cs guarantees communication security by maintaining
a minimum secure data rate, denoted as R;<,, for each user.

4) Conclusion

The simulations in this paper revealed that variations in the number of subcarriers have a direct
correlation with the total received data rate, whereas changes in noise power and the distance to the
transmitter have an inverse impact on the data rate. Additionally, the requirement for security in these
systems was addressed. By reducing the transmitter power to prevent eavesdropping, the data rate
decreases to an acceptable level, demonstrating a balance between security and performance in the
design of communication systems.

5) Figures

According to the simulation results shown in Figure 1, where the noise power is 0.001 W, the number
of users is 2, the number of subcarriers is 4, and the receiver’s distance from the transmitter is randomly
set. This random variable with a minimum value of 1, we investigate the impact of distance on sum rate.
As the distance increases, the total data rate delivered to the user decreases because the transmitted
power decays over the path, leading to a drop in the received data rate. For comparison, we consider a
total power of 10 W. The data rate delivered to two users within a 20-meter range is approximately
24.54 bps/Hz. For users within a 60-meter range, the rate is about 16.1 bps/Hz, showing a 34.39%
reduction in data transmission compared to the curve for distances between 1-20 meters. For users up to
100 meters away, the data rate is 11.3 bps/Hz, indicating a 29.81% drop compared to the curve for 1-60
meters and a 53.95% reduction relative to the 1-20-meter range. Furthermore, an increase in total power
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improves the received data rate. However, at higher power levels, we observe a diminishing slope in the
total received data rate due to saturation in the data rate of users in optimal reception conditions.
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Figure 2: Total rate versus maximum total power and evaluation of transmitter-receiver distance.
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