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challenge in the Internet of Things networks. These networks contain
important data which is transmitted among the nodes. For this reason, it is
very important to pay attention to the concern of data privacy in the Internet
of Things. Studies show that the lack of a complete, efficient and standard
model has caused many security flaws in these networks. By using the
Internet limitations, this study discusses how to create a target function to
protect data privacy in the Internet of Things. The proposed approach aims
to find an optimal path with high competence. This method has been
implemented in MATLAB software and the results of experiments show
that although the Artificial Immune System (AIS) algorithm has no certain
solution for optimization problems, it finds a near optimal answer. In
addition, the response time of AIS algorithm is lower compared with the
examined algorithms. According to the convergence diagrams, the AIS
algorithm has good convergence
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Input: Antigen (Routs)

Procedure: Camparing Antigen with Antibody
If Energy (Node) < Threshold then

Delete (Routej)

Else if

Array== Route;

Array Sort order by hop count

Output: Array of Routs
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